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MANAGEMENT AND LEGAL ASPECTS OF ECONOMIC SECURITY
OF ENTERPRISESIN THE PROCESS OF INNOVATION

Abstract. Today, the activity of innovatively active enterprisesis ararity in our country, and
it never need support and stable operating conditions. However, a number of negative, both external
and internal factors and threats significantly destabilize the state of functioning of innovatively
active enterprises in Ukraine. In pandemic, their influence has only increased and requires decisive
management decisions that would guarantee the safety of business for these enterprises. For the
effective implementation of security policy management of the activities of innovatively active
enterprises, an effective mechanism is needed, which should include proper resource provision. It is
impossible to carry out effective business security and implement planned management decisions
without the proper amount of resources. The importance of resource support for business security
management of innovatively active enterprises is proved, taking into account legal aspects. It has
been established that the efficiency of the financial and economic activity of an innovatively active
enterprise depends, first of all, on a certain set of resources at the disposal of the given enterprise.
Resources are always limited, so each innovatively active enterprise must determine which goals
will ensure the most productive use of these resources. The main factor in the development of
enterprises on the verge of the fifth and sixth technological modes is the ability to ensure the
flexibility of the production and management process and the relationship between the quality of
technology development and active innovation. The purpose is to form the choice of the type of
business security management in the innovation sphere under the influence of COVID-19, taking
into account legal aspects. The research methodology includes methods of graphic display,
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abstraction, analysis and synthesis. The main research method was expert research. As a result, a
characteristic-meaningful matrix was formed with each type of business security management.
Keywords: innovation, security, economic security, enterprises, management.
JEL Classification 031, 032
Formulas: 0; fig.: 3; tabl.: 3; bibl.: 15.

bnixap B. C.

0oxkmop @inocoghcokux Hayx, npoghecop,

oupexmop Incmumymy ynpasiinus, ncuxono2ii ma oe3nexu

JIbgi6CcbK020 OepiicasHozo yHieepcumemy eHympiwHix cnpas, Yxpaina,
e-mail: blikharv@ukr.net; ORCID ID: 0000-0001-7545-9009

Konumxko M. 1.

O0OKMOp eKOHOMIUHUX HAYK, npogecop,

3a6i0y8au Kageopu coyiaibHO-N0BEITHKOBUX, 2YMAHIMAPHUX HAYK MA eKOHOMIUHOT be3neKu
Inemumymy ynpaeninms, ncuxonoeii ma besnexu

JIbsiscbro20 0epaicasrHozo YHigepcumemy HYmMpIWHIX cnpas, Yxpaiua,
e-mail: marta_kernytska@ukr.net; ORCID ID: 0000-0001-6598-3798
IHayyna O. 1.

KaHOUOam eKOHOMIYHUX HAYK, OOYeHM,

Odoyenm xkagheopu ¢hinaucie ma oonIKy

Inemumymy ynpaeninms, ncuxonoeii ma besnexu

Jlvgiecvoko2o Oeparcasrnozo yHieepcumemy HympiwHix cnpas, Ykpaiua,
e-mail: o.patsula@gmail.com; ORCID ID: 0000-0001-9384-1578
Cunenvkuii B. M.

Kanouoam iCmopuyHux Hayx,

ooyenm Kagpeopu maxkmuko-cneyiaibHoi niocomosKu

Inemumymy 3 niocomosku gaxieyie 0151 niopo30inie HAYiOHATbHOT NOTYIT
JIvgiscvio2o depoicasnozo yHieepcumemy 6HympiuHix cnpas, Ykpaiua,
e-mail: vovchuk331@gmail.com; ORCID ID: 0000-0002-9652-2211
bynauex B. P.

Kanouoam iCmopuyHux Hayx,

doyenm Kageopu maxmuko-cneyiaibHoi niocomosKu

Inemumymy 3 niocomosku gaxieyie 0151 niopo30inie HAYiOHATbHOT NOTYIT
JIbsiscbk020 0eporcasHozo YHigepcumemy HYmMpIWHIX cnpas, YKkpaiua,

e-mail: vbulachekl@ukr.net; ORCID ID: 000-0003-3068-7955

YIIPABJIIHHS | IPABOBI ACHEKTH EKOHOMIYHOI BE3NEKHU MIJIIPUEMCTB
B IHHOBAIIIMHOMY IMPOLECI JISIJIBHOCTI

AHoTauisi. CbOroJiHi AisUIbHICTh 1HHOBALIMHO aKTUBHUX IMIJIPUEMCTB — BEJIHMKa PIJIKICTh
y Hammii KpaiHi, OCKUIBKM HIKOJM HEMAa€ MATPUMKH 1 CTaOUThHHX yMOB poOoTu. OpHak HH3Ka
HETaTHMBHUX SIK 30BHIIIHIX, TaK 1 BHYTPIIIHIX YHHHUKIB Ta 3arpo3 CYTTEBO NECTa0LII3yIOTh CTaH
(YHKIIOHYBaHHS IHHOBALIHO aKTUBHUX MiANPUEMCTB B YKpaiHi. B ymoBax manaemii ixHiil BB
TUIBKM TIOCWIMBCA 1 BHMAra€ BXKUTTS pIIIydyuX YMPaBIIHCBKUX pillleHb, fKi TrapaHTyBaid O
Oesrieky Oi3Hecy Uil MX MiANPUEMCTB. [ eeKTUBHOTO 3MIMCHEHHS YIPaBIiHHSI O€3MEeKOBOIO
TISTTBHICTIO 1HHOBAIIHHO AaKTUBHHUX MIANPHEMCTB TOTPIOHWUN i€BUN MEXaHI3M, SIKUHA TMOBUHEH
BKJIIOYATH HaJle)KHE pecypcHe 3alesnedeHHsa. be3 mocTaTHROI KIIBKOCTI PecypciB HEMOXKIUBO
3a0e3neunTH epeKTHBHY Oe3leKy Oi3Hecy 1 peanidyBaTH 3aIUIaHOBaHI YMIPABIIIHCHKI PIlICHHS.
OOrpyHTOBAaHO B@XJIMBICTE PECYpPCHOrO 3a0e3meueHHs Ui YIpaBliHHA Oe3mekoro Oi3Hecy
IHHOBAI[IfHO AaKTHBHUX MIANPHEMCTB 3 YpaxyBaHHSM IPAaBOBUX AaCHEKTIB. YCTAHOBIIEHO, IO
e(eKTUBHICTh (PIHAHCOBO-TOCMONAPCHKOI AISUIBHOCTI 1HHOBAaLIHHO aKTUBHOTO MiANPUEMCTBA
3aleXuTh, MEpPII 3a Bce, BiJl MEBHOrO HAa0OpYy pecypciB, SKUMHU BOJIOAIE JaHE MiANPHEMCTBO.
Pecypcu 3aBxkam 0OMExeHi, TOMYy KOXXHE IHHOBAIlIHHO AaKTHUBHE MIANPUEMCTBO TTOBHHHO
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BU3HAYUTH, SIKI 11 3a0e3ne4ars HalOUIbl IPOAYKTUBHE BUKOPUCTAHHS LIUX pecypciB. OCHOBHUM
(dbakTOpOM PO3BHUTKY MiAMPUEMCTB, 10 NEepeOyBalOTh HA MEXI I’ SITOTO 1 MIOCTOTO TEXHOJIOTTUHUX
VKJIAIiB, € MOXJIMBICTh 3a0€3MEYUTH THYYKICTh BHUPOOHHUYOIO Ta YIPABIIHCHKOTO MPOIECY
1 B3a€EMO3B’SI30K MDK SKICTIO pO3pOOJIEHHS TEXHOJOTrIH 1 aKTUBHMMM IHHOBaIisMU. Mera
JOCITIJKEHHS ToJisirae 'y opMyBaHHI BUOOpY THITy yNpaBiliHHS Oe3MeKoro Oi3Hecy B iHHOBAIlIHIN
cdepi nin BrummBom COVID-19 3 ypaxyBaHHSIM NpPaBOBHX acleKTiB. METOIOJIOTis JOCHTIHKEHHS
BKJIIOYa€ METO/U rpadiyHOro BifoOpaskeHHs, aOCTpakilii, aHami3y 1 cuHTe3y. OCHOBHMM METOJIOM
JOCITIDKEHHST OYJIM €KCIIepPTHI JOCTiHKeHHS. Y pe3yibTaTi Oyia chopMOBaHa 3MICTOBHA MaTPHUIIS
JUTSL KOYKHOT'O THITY YIIPaBJIiHHS O€3MeKor0 0i3HECy.

Knwuoegi cnosa: inHHOBaii, 6e31eka, eKOHOMIYHA Oe31eKa, MiIIPUeEMCTBA, YIPaBIiHHS.

®opmyi: 0; puc.: 3; Tabdmn.: 3; 6i6u.: 15.

Introduction. Resources play an important role in the functioning of any enterprise. In the
conditions when the management of the enterprise conducts active measures related to innovations
and innovative technologies, the volume of resources occupies a key position in their activities.

As the chief object of economic security, the efficiency of the financial and economic
activity of an innovatively active enterprise depends primarily on a certain set of resources at the
disposal of this enterprise. Resources are always limited, so each innovatively active enterprise
must determine which goals will ensure the most productive use of these resources.

Consequently, providing innovatively active enterprises with resources is one of the major
indicators of the functioning of an enterprise. The activity of resource support for innovation is a
constant and continuous process that is focused on a long period of time. One of the important tasks
of resource provision is a constant increase in the innovative potential of the enterprise and ensuring
the safety of the business. Resource provision is one of the most important functions, the
implementation of which affects the level of development of economic entities, the efficiency of
their functioning and provides for the interaction of all elements of regional reproduction.

It should be noted that any management decisions involve the implementation of interrelated
actions aimed at obtaining the information necessary to ensure the security of the enterprise’s
business, in order to develop adequate protective measures. All those actions that are performed by
specific security principals require the use of the necessary resources.

Investigating a variety of scientific sources [1—6], which are devoted to the analysis of the
resource provision of business security processes, we came to the conclusion that the main
resources of the security policy management process by the activities of innovatively active
enterprises are the following:

1. Financial resources. Financial resources of innovatively active enterprises are one of the
most important types of resources in the process of managing the security policy of activities. With
the financial support of any enterprise, monetary relations arise with third-party organizations,
banks for payment for scientific and technical products, contractor works, supplies of materials and
components, equipment, settlements with founders, government bodies, and the workforce.
Basically, the financial resources of an innovatively active enterprise are those monetary incomes
and receipts that are at the free disposal of the management, and the appointment, if necessary, to
fulfil financial obligations, and in the form of expenses to ensure expanded reproduction and
achieve economic effect. In addition, financial resources allow not just how to expand the ability to
ensure security and implement security policy management of the activities of enterprises. This can
be achieved by obtaining financial resources through allocation on a regular basis; receiving
through redistribution from other areas of activity; additional from the reserve fund or net profit for
security.

2. Labour resources. The labour resources of innovatively active enterprises are a collection
of its employees or involved third parties who contribute their knowledge, abilities and labour to the
implementation of its economic and financial activities, and in our case, to the implementation of
management decisions on business security. Providing an enterprise with labour resources is an
important component, since the level of creation and implementation of certain innovative ideas
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directly depends on them. It is possible to obtain effective labour resources to manage the security
policy of the activities of innovatively active enterprises due to: engaging exclusively enterprise
security specialists (employees of the corresponding security service at the enterprise); cooperation
with external security actors. It is also possible to use all employees of the enterprise, but this may
not give the desired result in the end.

3. Material resources. Note that the material resources of the enterprise are part of the
production and actively involved in the general process of economic activity during the production
cycle. It is the material resources of the enterprise that are the key condition for the process of
production functioning. Material resources for innovatively active enterprises are a set of material
elements that, in the production process, contribute to the production and implementation of
innovative ideas. To ensure the process of managing the security policy of the activities of
innovatively active enterprises, material resources can be got through: the reserves available at the
enterprise, created by employees of innovatively active enterprises, as well as attracting additional
resources from outside.

4. Information resources. To conduct business and ensure the security of the enterprise,
management must receive adequate information and the most reliable information about everything
that happens during the course of business. Today, the knowledge and experience of managers is
not enough to effectively manage the security policy of an enterprise; this kind of process requires a
large-scale involvement of modern means of analysis and information processing. To ensure the
process of managing the security policy of the activities of innovatively active enterprises,
information resources can be obtained through: research of open information channels (free
information on the Internet or published in the press) attraction of closed channels that require
additional financial costs, but information is more valuable, wider and more important.

It is advisable to emphasize that resources can significantly affect the type of management it
is advisable to choose by management to implement business security at the enterprise in
compliance with all legal norms.

Research analysis and problem statement. Key aspects of managing the economic
security of an enterprise were considered by leading scientists, in particular, the following can be
distinguished: Khalina [7], Vinichuk [8]. Melnyk [9], Mihus [10], Podra [11], Shynkar [12], Sylkin
[13] and others [14; 15].

However, knowing due to the scientific contribution of leading scientists in the development
of research on the problems of ensuring economic security, today, the issue of determining the main
legal aspects of managing the economic security of an enterprise with a focus on innovative
activities and their resource provision remains relevant.

The task is to characterize the key aspects of managing the economic security of an
enterprise with a focus on innovation.

The purpose is to form the choice of the type of business security management in the
innovation sphere under the influence of COVID-19, taking into account legal aspects.

The methodology. In order to determine the effectiveness of the management process
within the framework of the legal aspects of ensuring business security in the innovation sphere in
the context of the impact of COVID-19, it was necessary to apply an expert method.

Note that peer review is not a new method for scientific research in the field of economic
security and business security management. Thanks to the expert assessment, it is possible to
determine certain factors, elements, aspects that will contribute to ensuring business security within
the framework of legal norms.

To obtain the desired result, the expert assessment was carried out in the following
sequence: the main goal and objectives of the assessment were determined; the method of expert
assessment was chosen; criteria for the selection of experts were determined; the collection and
analysis of the results of the expert assessment was carried out; presentation of assessment results in
the article.

In the context of a pandemic, when the COVID-19 threat made its own adjustments to the
work of innovative enterprises and does not allow personal meetings with experts, it was decided to
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carry out an expert assessment by sending out questionnaires to experts’ e-mails. Questionnaires are
a convenient assessment method that can briefly describe the essence of the analysis and obtain the
desired results in a short period of time.

So, for the expert assessment, 25 leading experts in the field of non-recognition, innovation
and work in innovatively active enterprises of Ukraine were involved. In order to improve the peer
review, we have identified the following criteria that an expert must meet: at least 5 years of
experience in the field of innovation; involvement and understanding of the work of the security
service at the enterprise; experience in management positions and knows the legal field of doing
business for at least 5 years.

Among the experts we have engaged, there are more than 10 years of experience in the field
of innovation. We also attracted specialists to ensure economic security at the enterprise.

Results of the research. According to the results of a survey among experts, we distinguish
three main types of business security management of an innovative-active enterprise, taking into
account resource provision and within the legal framework (Fig. 1).

20

supportive stabilization critical
management management management

Fig. 1. The best results of an expert assessment for the establishment of possible types
of business security management within the framework of compliance with legal norms

for innovatively active enterprises, the number of experts
Source: development by authors.

As a result of the expert assessment, summarising the opinion of experts, we have identified
three possible types of business security management for innovatively active enterprises: supportive
management, stabilisation management and critical management.

With a significant amount of resources, it is much easier and more efficient to maintain a
high level of security and make any management decisions on business security of an innovatively
active enterprise within the legal framework, even if they are resource intensive in themselves. Due
to their large volumes, resources can easily support any security solution and there is no need to
break the law.

Supporting business security management of an innovatively active enterprise allows for
uninterrupted and most efficient implementation of planned measures to ensure, increase and
maintain a high level of security (Table 1).

364 ISSN 2306-4994 (print); ISSN 2310-8770 (online)



FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE 2021 N2 6 (41)

of an innovative-active enterprise

Table 1

Characteristics-meaningful matrix of the supporting type of business security management

Supporting type of business security management of an innovative-active enterprise

Coverage

The main purpose of the type
of management

The need for resources

To support the implementation
of activities, requires large
amounts of resources

Any vulnerabilities
in the enterprise, counteraction
to any threats

Ensuring and maintaining
a high level of security
at the enterprise

Source: development by authors.

With low levels of resource provision, but acceptable for the implementation of adequate
management decisions, stabilization management of business security of innovatively active
enterprises should be applied, which provides for the implementation of measures to reduce costs,
concentrate available resources for the implementation of innovative activities and stabilize the
safety of activities. This is achieved due to the fact that the stabilization type of management
presupposes the use of a more authoritarian style (Table 2).

Table 2
Characteristic and content matrix of the stabilization type of business security management
of an innovatively active enterprise
Stabilization type of business security management of an innovative-active
enterprise
The main purpose
of the type of management
Maintenance
and stabilization

of the security level
of the enterprise

Coverage The need for resources

To support
the implementation
of measures does not require
large amounts of resources

Selective counteraction
to threats, stabilization
of key elements

Source: development by authors.

Regarding the critical type of business security management of an innovatively active
enterprise, we note that this type of management is suitable for the management that has a low level
of resources and cannot afford high costs for this process. In this case, the search for the necessary
resources is carried out, which will be aimed at reducing the rate of the negative impact of threats,
preventing the emergence of a crisis state and taking critically tough measures to minimize losses.
Critical business security management of innovatively active enterprises is tactical in nature, when
decisions are made quickly and with a minimum amount of attracted resources. If certain successes
are achieved in the process, restructuring of the entire system of economic security at the enterprise
is possible (Table 3).

Table 3
Characteristic and content matrix of the critical type of business security management
of an innovatively active enterprise
Critical type of business security management of an innovative-active enterprise

The main purpose

of the type of management The need for resources

Coverage

Attention is focused
on critical links and security
elements

Source: development by authors.

Preventing a crisis
and increasing the impact
of threats

The type of management
provided for those enterprises
that have low resources

We have established that in order to determine the type of business security management of
an innovatively active enterprise, it is necessary, through expert assessment, to identify how much
resources are needed for a particular type of management (Fig. 2).
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A
High
level
~ 1
Tt 7—10
Accepted level
3—7 7
e 5
Low level
s~ 03

Fig. 2. Evaluation scale of resource provision of business security management

of innovatively active enterprises taking into account legal aspects
Source: development by authors.

As a result of the analysis and expert assessment, we have established the necessary level of
resource provision for the main types of business security management of an innovatively active
enterprise (Fig. 3).

Financial Labor resources Material resources
resources

Information
resources

I I I
| I I
I I | or |
— ————— et —— -

———t——-

or

4 ]

Low level of
resource
provision

High level of
resource
provision

Acceptable level of
resource provision

Stabilisation
management

Critical
management

Supportive
management

Fig. 3. Model for choosing the type of business security management

of innovatively active enterprises, taking into account resource opportunities
Source: development by authors.

Summing up, it should be noted that resource support for business security management of
innovatively active enterprises is important for the one who makes and implements decisions. In a
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pandemic, maintaining the current volumes of own resources and preventing their decline is one of
the priority tasks of innovatively active enterprises. With a large number of resources, it is possible
to carry out larger-scale activities that ensure the safety of the business at the enterprise and afford
to make any managerial decisions, and, if necessary, maintain a high level of its own economic
security.

Conclusions. Based on the results of the analysis, the main resources necessary for the
implementation of business security management of innovatively active enterprises have been
identified, namely: financial, labour, material and information resources. It has been substantiated
that resources can significantly affect the type of management chosen by the management to ensure
business security in the enterprise.

The leading experts in the field of non-recognition, innovations and work in innovative-
active enterprises of Ukraine were attracted. Through the remote assessment method, answers were
obtained to a number of questions related to our scientific research. Thanks to the expert
assessment, the types of business security management recommended for domestic innovatively
active enterprises have been identified. Formed a characteristic-meaningful matrix with each type of
business security management. A model for choosing the type of business security management of
innovatively active enterprises is presented, taking into account resource opportunities.
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